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1. Terms and definitions

"Automated processing of personal data™ means the processing of personal data using computer
technology.

"Outstaff performer™ means an employee temporarily assigned by his employer to a Bank on the basis
of a relevant agreement between the employer and the Bank, in order for the employee to perform certain
functions in the interests, under the management and control of the Bank.

"Bank'" - Agricultural Bank of China (Moscow) Limited.

"Blocking of personal data' means temporary termination of the processing of personal data (except in
cases where the processing is necessary to clarify personal data).

"Provision of personal data™ - an action aimed at disclosing personal data to a certain person or a certain
group of persons.

"Personal Data Information System™ (""ISPDn'") - a set of personal data contained in databases and
information technologies and technical means that ensure their processing.

"Confidentiality of personal data™ is a mandatory requirement for the operator or other person who has
obtained access to personal data not to allow their disclosure without the consent of the personal data subject
or other legal grounds.

""Material information carriers' - carriers on which information processing is carried out, both with the
use of automation tools, and without the use of such tools.

Parent Bank - Agricultural Bank of China Limited Liability Corporation (No. 69 Jiangomennei Avenue,
Dongcheng District, Beijing, China, avenue Jianguomennei) is a credit institution established in accordance
with the laws of the People's Republic of China and the sole participant of the Bank.

""Depersonalization of personal data™ - actions that make it impossible to determine whether personal
data belongs to a specific personal data subject without using additional information.

"Processing of personal data™ means any action (operation) or a set of actions (operations) performed
with or without the use of automation tools with personal data, including collection, recording,
systematization, accumulation, storage, clarification (updating, modification), extraction, use, transfer
(distribution, provision, transfer) of personal data. access), depersonalization, blocking, deletion, or
destruction of personal data.

Personal data authorized for distribution by a personal data subject means personal data that is
accessible to an unlimited number of persons, and is provided by the personal data subject by giving
consent to the processing of personal data authorized by the personal data subject for distribution in
accordance with the procedure provided for by Federal Law No. 152-FZ of 27.07.2006 "On Personal Data".

"Operator' means a Bank - a person that independently or jointly with other persons organizes and / or
performs the processing of personal data, as well as determines the purposes of processing personal data,
the composition of personal data to be processed, and actions (operations) performed with personal data.

"Responsible person™ means an official of the Bank responsible for organizing the processing of personal
data and exercising internal control over compliance by the Bank and its employees with the legislation of
the Russian Federation on personal data, including requirements for the protection of personal data.

"Personal data "'(*"PD"") means any information relating directly or indirectly to a specific or identifiable
natural person (subject of personal data).

""Dissemination of personal data" means actions aimed at disclosing personal data to an indefinite group
of persons.

"Bank-related person™ means an individual (as well as their close relatives: spouse, parents, children,
adoptive parents, adopted children, siblings, grandparents, grandchildren) who:



1) controls the Bank or exerts significant influence over it;

2) is a member of the Supervisory Board, Chairman of the Management Board, his deputy, Chief
Accountant of the Bank, member of the Management Board and other manager (employee)
who makes decisions (including collectively) on the Bank's operations, the results of which
may affect the Bank's compliance with mandatory standards or the emergence of grounds for
implementing measures to prevent the Bank's insolvency (bankruptcy).

"Owner" — in relation to certain personal data - the division of the Bank that is responsible for the product
or process in which such personal data is collected and used, and if there are several such divisions — the
division with which the PD data is most closely related. In case of uncertainty, the owner of Personal data
may be determined by order of the Chairman of the Management Board of the Bank.

""Consent to processing' means the consent of the personal data subject to the processing of his / her
personal data;

"Personal data subject™ means a natural person to whom personal data relates.

""Removable media™ means Flash drives, external hard disk drives, and other devices designed to store
information in electronic form.

""Cross-border transfer of personal data' means the transfer of personal data on the territory of a foreign
state to an authority of a foreign state, a foreign individual or a foreign legal entity.

""Destruction of personal data' - actions that make it impossible to restore the content of personal data in
the personal data information system and (or) as a result of which the material carriers of personal data are
destroyed.

""Authorized body" - the Federal Service for Supervision of Communications, Information Technologies
and Mass Communications (Roskomnadzor) — an authorized body for the protection of the rights of
personal data subjects.

«FinCERT is» the Interaction and Response Center of the Information Security Department, a special
structural division of the Bank of Russia, and a computer incident response team.

UU — the Bank's legal department.

2. General provisions

2.1. This Regulation (hereinafter referred to as the "Regulation™) developed in accordance with Federal
Law No. 152-FZ of 27.07.2006 "On Personal Data", it is the main internal regulatory document that
defines the Bank's policy on personal data processing, sets out the purposes, methods and general
principles of personal data processing in the Bank.

2.2. In accordance with the Bank's Confidential Information Regulation, personal data is considered
confidential information.

2.3. Measures to protect the confidentiality of personal data, their protection from unauthorized or
accidental access, destruction, modification, blocking, copying, provision, distribution of personal
data, as well as from other illegal actions in relation to personal data, are established by the
Regulation on Personal Data Protection.

2.4. The specifics of processing personal data of Bank employees (including former and potential
employees), as well as an Outstaff performer, are regulated by the Regulation on Personal Data of
Employees.

2.5. The requirements of these Regulations apply to all processes and information systems of the Bank
where personal data is processed.

2.6. Personal data information systems and the Bank's divisions that use these systems are defined in the
Personal Data Protection Regulation.

3. Purposes of personal data processing



3.1

3.2.

4.1.

The processing of personal data by the Bank is limited to the achievement of specific, pre-defined
and legitimate goals. Processing of personal data that is incompatible with the purposes of personal
data collection is not allowed.

The purposes of personal data processing in the Bank are:

Vi.
Vii.

viii.

Xi.

Xil.
Xiii.
XiV.
XV.
XVi.
XVii.

implementation of the functions, powers and responsibilities assigned to the Bank by the
legislation of the Russian Federation;

carrying out banking and other business activities permitted by law;

analysis of the possibility of entering into transactions by the Bank;

conclusion and execution of banking and other transactions, resolution of disputes related
to them, protection of the rights and legitimate interests of the Bank in connection with
them;

protection of the rights and legitimate interests of the Bank in case of disputes with the
personal data subject or in case of his illegal actions;

statistical analysis of the customer base;

organization of accounting of Bank employees to ensure compliance with laws and other
regulatory legal acts, assistance to employees in employment, training, promotion, and
benefits in accordance with the Labor Code of the Russian Federation, the Tax Code of the
Russian Federation, and federal laws, in particular: "On Individual (personalized)
accounting in the mandatory Pension Insurance system", "On Personal Data", as well as
the Bank's Charter and internal regulations;

consideration of the possibility of hiring the subject of personal data to work in the Bank,
formation of a personnel reserve for the purpose of a possible job offers in the Bank in the
future;

compliance with the labor, tax and pension legislation of the Russian Federation;
calculation and calculation of salaries for Bank employees;

provision of benefits and guarantees in accordance with the legislation of the Russian
Federation and internal regulatory documents of the Bank;

organization of business trips (business trips);

control and accounting of third-party access to the Bank's territory;

protection of the Bank's property from illegal actions;

ensuring personal safety of Bank employees on the territory of the Bank;

protection of the Bank's rights and legitimate interests;

maintaining the Bank's corporate culture.

4. Legal grounds for processing personal data

The legal basis for processing personal data is a set of legal acts of the Russian Federation and the
Bank's constituent and internal regulatory documents adopted in accordance with them, in
compliance with which and in accordance with which the Bank processes personal data. In particular,
these include:

The Tax Code of the Russian Federation;

Federal Law No. 115-FZ of 07.08.2001 "On Countering the legalization (laundering) of
Proceeds from crime and the Financing of Terrorism";

Federal Law No. 152-FZ of 27.07.2006 "On Personal Data™ (hereinafter referred to as "Federal
Law No. 152-FZ");

Federal Law No. 395-1 of 02.12.1990 "On Credit Histories";

Federal Law No. 218-FZ of 30.12.2004 "On Banks and Banking Activities™;

Federal Law No. 173-FZ of 10.12.2003 "On Currency Regulation and Currency Control™;
Federal Law No. 39-FZ of 22.04.1996 "On the Securities Market";

Federal Law No. 127-FZ of 26.10.2002 " On Insolvency (Bankruptcy)";

Federal Law No. 27-FZ of 01.04.1996 "On individual (personalized) accounting in the
Compulsory Pension Insurance System;

Federal Law No. 115-FZ of 25.07.2002 "On the Legal Status of Foreign Citizens in the Russian
Federation";

The Labor Code of the Russian Federation;

Banking operations license No. 3529 dated 23.12.2014;



5.1.

5.2.

5.3.

- Charter of Chinaselkhozbank LLC.

5. Scope and categories of personal data processed, categories of personal data subjects

The scope and types of personal data processed depend on:
- categories of personal data subjects;

- their relationship with the Bank;

- processing purposes.

The Bank processes personal data of the following categories of personal data subjects:

5.2.1
5.2.2.
5.2.3.

5.2.4.

5.2.5.
5.2.6.
5.2.7.
5.2.8.
5.2.9.

Bank employees (including former employees);

candidates for vacant positions in the Bank;

individuals with whom the Bank has entered into an agreement or is considering entering
into one (including mortgagors, guarantors, etc.);

officials, employees, representatives and beneficial owners of legal entities with whom the
Bank has entered into an agreement or is considering entering into one;

members of the Bank's Supervisory Board;

Sole Executive body of the Parent Bank;

Affiliated persons of the Bank;

Persons associated with the Bank;

Bank users.

The Bank processes the following categories of personal data:

5.3.1.
5.3.2.

5.3.3.
5.3.4.

5.3.5.

5.3.6.

5.3.7.

5.3.8.

5.3.9.

5.3.10.

5.3.11.

5.3.12.

5.3.13.

Last name, first name, patronymic (including previous ones), date and place of birth;
Passport data or data of another identity document (series, number, date of issue, nhame of
the issuing authority) and citizenship;

Photo;

The address of the place of residence (according to the passport and actual) and the date of
registration at the place of residence or at the place of stay;

Phone numbers (mobile and home), if they are registered for the subject of personal data or
at the address of his place of residence (according to the passport);

Information about education, qualifications and availability of special knowledge or special
training (series, number, date of issue of a diploma, certificate, certificate or other document
on the completion of an educational institution, name and location of the educational
institution, date of commencement and completion of training, faculty or department,
gualification and specialty at the end of the educational institution, academic degree,
academic title, proficiency in foreign languages, and other information);

Information about advanced training and retraining (series, number, date of issue of the
document on advanced training or retraining, name and location of the educational
institution, date of beginning and completion of training, qualification and specialty at the
end of the educational institution, and other information);

Information about employment (current employment data indicating the position, division,
name, address and phone number of the organization, as well as details of other organizations
with the full name of their previous positions and working hours in these organizations, as
well as other information);

Information about the number, series, and date of issue of the employment record book (its
insert) and its entries.

Content and details of an employment contract with an employee of an Organization or a
civil contract with a citizen;

Salary information (account numbers for calculating payments with employees, including
their special card account numbers, salary, allowances, taxes, and other information).
Information on the military registration of employees who are liable for military service and
persons subject to conscription (series, number, date of issue, name of the body that issued
the military ID card, military registration specialty, military rank, data on acceptance /
removal to(c) registration(a) and other information);

Information about marital status (marital status, marriage certificate data, surname, first
name, patronymic of the spouse (s), passport data of the spouse (s), data of the marriage
contract, data of the certificate on the form 2NDFL of the spouse(s), data of documents on



54.

6.1.

debt obligations, degree of kinship, surnames, first names, patronymics and dates of birth of

other family members, dependents, and other information);

5.3.14. Information about the property (property status), copies of title and / or certifying documents
in respect of:

- motor vehicles (state numbers and other data from vehicle registration certificates and
vehicle passports);

- real estate (type, type, method of receipt, general characteristics, cost, full addresses of
real estate objects and other information);

- bank deposits (data of contracts, including their account numbers, special card accounts,
type, term of placement, amount, deposit conditions, and other information);

- loans (loans), bank accounts, cash and securities, including those in trust management
and custody (contract data, including account numbers, bank card numbers, credit
history codes, amount and currency of the loan or loan, purpose of lending, credit
conditions, information about collateral, data on the amount of the loan or loan issued
by the bank). on securities, account balances and movement amounts, bank card types,
limits, and other information);

5.3.15. Information about the number and series of the state pension insurance certificate;

5.3.16. Information about the taxpayer identification number;

5.3.17. Information from compulsory (voluntary) health insurance policies (including data from
relevant health insurance cards);

5.3.18. Information specified in the originals and copies of the Bank's personnel orders and their
accompanying materials;

5.3.19. Information on state and departmental awards, honorary and special titles, and promotions
(including the name or title of the award, title or promotion, date and type of regulatory act
on awarding or the date of promotion) of the Bank's employees;

5.3.20. Materials on the assessment of the Bank's employees;

5.3.21. Materials on internal investigations against the Bank's employees;

5.3.22. Internal bank materials on investigation and accounting of industrial accidents and
occupational diseases in accordance with the Labor Code of the Russian Federation and other
federal laws;

5.3.23. Information about temporary disability of the Bank's employees;

5.3.24. Service number of the Bank employee;

5.3.25. Information on social benefits and social status (series, number, date of issue, name of the
body that issued the document that is the basis for granting benefits and status, and other
information);

5.3.26. Information about powers of attorney (contained in power of attorney, constituent documents
of legal entities, and other documents);

5.3.27. Information about accounts, cash balances on them, and transactions on them.

5.3.28. Signature samples.

5.3.29. Information about transactions concluded with the Bank and their execution;

5.3.30. Data of the migration card, identity card, document confirming the right of a foreign citizen
to stay in the Russian Federation, residence permit;

5.3.31. Information about disability;

5.3.32. Information about income.

For each category of personal data subjects, the Bank processes personal data that is minimally
necessary to achieve the goals determined by the nature of the relationship between the Bank and the
personal data subject. Processing of personal data that is incompatible with the purposes of personal
data collection is not allowed.

6. Principles and conditions of personal data processing

Actions performed by the Bank when processing personal data: collection, recording,
systematization, accumulation, storage, clarification, extraction, use, transfer (including cross-border
transfer to the territory of the PRC), depersonalization, blocking, deletion, destruction.



6.2.

6.3.

6.4.

6.5.

6.6.

6.7.

6.8.

6.9.

6.10.

6.11.

6.12.

6.13.
6.14.

6.15.

When processing personal data, the Bank takes the necessary legal, organizational and technical
measures and ensures that they are taken to protect personal data from unauthorized or accidental
access to it, destruction, modification, blocking, copying, provision, dissemination of personal data,
as well as from other illegal actions in relation to personal data.

Processing of personal data is carried out in a non-automated and automated way, both on paper and

in electronic form.

The Bank does not make decisions that give rise to legal consequences in relation to the subject of

personal data or otherwise affect his rights and legitimate interests, based solely on automated

processing of personal data.

Cross-border transfer of personal data to the territory of the PRC is carried out to the Parent Bank,

for the purpose of current control of the Bank's activities by the Parent Bank and in compliance with

Part 29 of Article 26 of Federal Law No. 395-1 of 02.12.1990 "On Banks and Banking Activities".

Cross-border transfer of personal data to the Parent Bank is carried out with the written consent of

the personal data subject, on the basis of an agreement under which the Parent Bank assumes

obligations to protect and protect the confidentiality of information received from the Bank.

Actions related to the processing of personal data by the Parent Bank: recording, systematization,

accumulation, storage, extraction, use, depersonalization, blocking, deletion, destruction.

The Bank may not disclose or distribute personal data to third parties without the consent of the

personal data subject, unless otherwise provided by federal law.

The Bank has the right to transfer personal data to the bodies of inquiry and investigation and other

authorized bodies in cases and on the grounds established by the current legislation of the Russian

Federation.

Processing of personal data in the Bank is carried out subject to Consent to processing, except for

the following cases:

a. processing of personal data is necessary to achieve the purposes stipulated by law, to perform
and fulfill the functions, powers and duties assigned to the Bank by the legislation of the Russian
Federation;

b. processing of personal data is carried out in connection with the participation of a person in
constitutional, civil, administrative, criminal proceedings, and proceedings in arbitration courts;

c. processing of personal data is necessary for the execution of a judicial act, an act of another
body or official subject to execution in accordance with the legislation of the Russian Federation
on enforcement proceedings;

d. the processing of personal data is necessary for the performance of a contract to which the
personal data subject is a party or beneficiary or guarantor, as well as for the conclusion of a
contract on the initiative of the personal data subject or a contract under which the personal data
subject will be a beneficiary or guarantor. The contract concluded with the personal data subject
may not contain provisions restricting the rights and freedoms of the personal data subject,
establishing cases of processing personal data of minors, unless otherwise provided by the
legislation of the Russian Federation, as well as provisions allowing inaction of the personal
data subject as a condition for concluding the contract;

e. processing of personal data is necessary for the exercise of the rights and legitimate interests of
the Bank or third parties;

f.  personal data are subject to publication or mandatory disclosure in accordance with federal law;

g. personal data is received from another operator and processed on its behalf;

h. in other cases, stipulated by the legislation of the Russian Federation.

The content, scope and methods of processing personal data must correspond to the stated purposes

of processing. The personal data processed should not be redundant in relation to the stated purposes

of their processing.

When recording personal data on tangible media, it is not allowed to record personal data on one

tangible medium, the processing purposes of which are obviously incompatible. For processing

different categories of personal data, a separate physical medium must be used for each category of
personal data.

It is not allowed to combine databases containing personal data created for incompatible purposes.

When processing personal data, it must be ensured that they are accurate, sufficient and up-to-date

in relation to the purposes of personal data processing.

It is prohibited to receive and process personal data containing information about political, religious

and other beliefs, the private life of personal data subjects, as well as their membership in public
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6.16.

6.17.

7.1.

7.2.

associations or their trade union activities, except in cases stipulated by the legislation of the Russian

Federation.

Storage of personal data should be carried out no longer than the purposes of personal data processing

require, unless the period of storage of personal data is established by a federal law, an agreement

nopyuurenemto which the personal data subject is a party, beneficiary or guarantor.

Upon achieving the purposes of personal data processing, as well as in the event of revocation of

Consent to processing by the personal data subject, personal data is subject to destruction if:

- otherwise, is not provided for in the contract nopyunurtenemto which the personal data subject is
a party, beneficiary or guarantor;

- The Bank does not have the right to process personal data without the consent of the subject on
the grounds provided for by federal laws;

- no other agreement between the Bank and the personal data subject provides otherwise.

7. Responsible person

In order to ensure that the Bank fulfills its obligations under the legislation of the Russian Federation,
this Regulation and other internal documents of the Bank on personal data, a Responsible Person is
appointed by the order for the Bank.

Responsible person:

a) isresponsible for organizing the processing of personal data in the Bank;

b)  performs internal control over compliance of the Bank and its employees with the legislation
of the Russian Federation and internal documents of the Bank on personal data, including
requirements for personal data protection;

¢) informs employees of the Bank of the provisions of the Russian Federation and internal
documents of the Bank on personal data, requirements for the protection of personal data;

d) organizes the reception and processing of requests and requests from personal data subjects
(their representatives) or the Authorized Body and /or monitors the reception and processing
of such requests and requests;

e)  receives instructions directly from the Chairman of the Management Board of the Bank, and is
accountable to him;

f)  has the right to demand from the Bank and its employees any information necessary for the
performance of the duties assigned to it.

8. Procedure for processing personal data

8.1.Consent to processing

8.1.1. In cases where the processing of personal Data requires Consent to processing, the Bank
receives such consent in writing. Consent to processing must be obtained no later than the
beginning of the collection of personal data.

8.1.2. Consent to processing must be specific, informed, conscious, substantive and unambiguous.
The wording of the goals in the consent should be as precise and clear as possible and
include, in particular:

a) last name, first name, patronymic, address of the personal data subject, number of the
main identity document, information about the date of issue of the specified document
and the issuing authority;

b) last name, first name, patronymic, address of the representative of the personal data
subject, number of the main identity document, information about the date of issue of
the specified document and the issuing authority, details of the power of attorney or
other document confirming the authority of this representative (upon obtaining consent
from the representative of the personal data subject);

c) name and address of the Bank.

d) purpose of personal data processing;

e) a list of personal data that consent is given for processing;

f) name or surname, first name, patronymic and address of the person who processes
personal data on behalf of the Bank, if the processing is entrusted to such a person;



8.1.3.

8.1.4.

8.1.5.

8.1.6.

8.1.7.

8.1.8.

8.1.9.

8.1.10.

8.1.11.

g) a list of actions with personal data that consent is given for, and a general description
Bbaukowm of the methods of processing personal data used by the Bank;
h) the period during which the consent is valid, as well as the method of revoking it, unless
otherwise established by federal law;
i) signature of the personal data subject.
Consent to the processing of personal data authorized by the personal data subject for
distribution is issued separately from other consents of the personal data subject to the
processing of their personal data. The Bank provides the personal data subject with the
opportunity to determine the list of personal data for each category of personal data specified
in the consent to the processing of personal data authorized by the personal data subject for
distribution.
Consent to the processing of personal data authorized for distribution by the personal data
subject can be provided directly by the personal data subject or using the information system
of the authorized body for the protection of the rights of personal data subjects.
In consenting to the processing I1/{nof personal data authorized for distribution by the
personal data subject, the personal data subject has the right to establish prohibitions on the
transfer (except for granting access) of these personal data by the Bank to an unlimited
number of persons, as well as prohibitions on processing or conditions for processing (except
for obtaining access) of these personal data to an unlimited number of persons. The Bank is
obliged to publish information on the processing conditions and on the existence of
prohibitions and conditions on the processing by an unlimited number of persons of personal
data authorized by the personal data subject for distribution within three working days from
the date of receipt of the relevant consent.
If it does not follow from the consent provided by the personal data subject to the processing
of personal data authorized by the personal data subject for distribution omthat the personal
data subject has not established prohibitions and conditions on the processing of personal
data provided for in clause 8.1.5, or if such consent does not specify the categories and list
of personal data for processing the subject of personal data sets conditions and prohibitions
in accordance with clause 8.1.5. Such personal data are processed by the Bank without
transferring (distributing, providing, accessing) and the possibility of performing other
actions with personal data to an unlimited number of persons.
If it does not follow from the consent provided by the personal data subject to the processing
of personal data authorized by the personal data subject for distribution that the personal data
subject has agreed to the distribution of personal data, such personal data are processed by
the Bank without the right to distribute.
Transmission (distribution, provision, access) Personal data authorized for distribution by
the personal data subject must be terminated at any time at the request of the personal data
subject. This requirement should include the last name, first name, patronymic (if any),
contact information (phone number, email address or postal address) of the personal data
subject, as well as a list of personal data that is subject to termination of processing. The
personal data specified in this request can only be processed by the Bank. The consent of the
personal data subject to the processing of personal data authorized by the personal data
subject for distribution is terminated from the moment the Bank receives the specified
request.
Forms of contracts, applications, questionnaires, and other documents that involve the
collection of personal data may include Consent to Processing.
The Law Firm develops standard forms of Processing Consent for various cases and
communicates them to the departments that collect personal data.
The Bank should strive to obtain Consent for Processing in accordance with the standard
form. If the personal data subject gives Consent to processing that differs in form or content
from the standard form, the processing of personal data may be initiated by agreement of the
Law Firm and the Responsible Person.



8.2.

8.1.12.

8.1.13.

8.1.14.

8.1.15.

In case of incapacity of the personal data subject, consent to the processing of his / her
personal data is given exclusively in writing by the legal representative of the personal data
subject.

In the event of the death of a personal data subject, consent to the processing of his / her
personal data is given exclusively in writing by the heirs of the personal data subject, if such
consent was not given by the personal data subject during his / her lifetime.

Consent to processing may be revoked by the personal data subject in whole or in part. If
there are grounds provided for by the legislation of the Russian Federation, the Bank has the
right to continue processing personal data without the consent of the personal data subject.
A Bank employee who has been informed by the personal data subject about the withdrawal
of their Consent to processing must immediately notify the Responsible Person.

Collection of personal data

8.2.1.

8.2.2.

8.2.3.

8.24.

8.2.5.

When collecting personal data, the Bank is obliged to provide the personal data subject with

the following information upon request:

a. confirmation of the fact of processing.

b. legal grounds and purposes of processing.

c. goals and processing methods used.

d. name and location of the Bank, information about persons (other than employees of the
Bank) who have access to personal data or to whom personal data may be disclosed on
the basis of an agreement with the Bank or on the basis of a federal law;

e. processed personal data related to the relevant personal data subject, the source of their
receipt, unless a different procedure for submitting such data is provided for by federal
law;

f.  terms of processing of personal data, including the terms of their storage;
procedure for the exercise by the personal data subject of the rights provided for in the
Federal Law "On Personal Data";

h. information about cross-border data transfers that have been made or are being
considered;

i. name or surname, first name, patronymic and address of the person who processes
personal data on behalf of the Bank, if the processing is or will be entrusted to such a
person;

j. other information provided for by federal laws.

If the provision of personal data is mandatory in accordance with federal law, the Bank must
explain to the personal data subject the legal consequences of refusing to provide his / her
personal data and / or consent to their processing.

If the personal data is not received from the personal data subject, the Bank must provide the
personal data subject with the following information prior to processing such personal data:
a. name or surname, first name, patronymic and address of the Bank or its representative;
b. purpose of personal data processing and its legal basis;

c. intended users of personal data;

d. the rights of the personal data subject established by law;

e. source of receiving personal data.

Documents (contracts, applications, questionnaires, etc.) submitted to the Bank by legal
entities and containing personal data may include confirmation of notification by such legal
entity of the relevant subjects of personal data about the processing of their personal data by
the Bank.

When collecting personal data, including through the information and telecommunications
network "Internet”, the Bank provides recording, systematization, accumulation, storage,
clarification (updating, modification), extraction of personal data of citizens of the Russian
Federation using databases located on the territory of the Russian Federation.



8.3.

8.4.

Storage of personal data and use of media

8.3.1.

8.3.2.

8.3.3.

8.3.4.

8.3.5.

8.3.6.

Personal data is stored for a period that does not contradict the norms of the current

legislation of the Russian Federation, in personal data information systems and (or) on

tangible media (electronic or paper).

When storing physical media in the Bank, conditions must be observed that ensure the safety

of personal data and exclude unauthorized access to them by third parties. Tangible,

including removable, personal data carriers must be stored in a safe or lockable cabinet.

Control over the storage and protection of personal data is carried out on a systematic basis

by an information security specialist. The control is carried out for:

- Compliance with the procedure for access to the premises where documents containing
personal data are stored and processed:

- Compliance with the procedure for using automated workplaces where personal data is
processed:

- Procedure for maintaining and recording cases containing personal data:

- The procedure for processing personal data, including their destruction.

Sudden inspections can be carried out by the Responsible Person. Checks can be performed
comprehensively or selectively. A comprehensive audit is carried out for all the elements
specified in clause 8.3.33. A random audit can be carried out for individual elements, and it
can also be limited in time (cases completed within a certain period) or according to other
criteria.

Based on the results of the audit, the inspectors draw up a document in the form specified in
Appendix No. 1.

The auditors inform the Chairman of the Management Board/Deputy Chairman of the
Management Board in charge of this division about all identified cases of violations by the
Bank's employees of the protection and processing of personal data.

Transfer of personal data

8.4.1.

8.4.2.

8.4.3.

8.4.4.

8.4.5.

The transfer of personal data to third parties is possible only with the consent of the personal

data subject or in cases and in accordance with the procedure provided for by the current

legislation of the Russian Federation.

The transfer of personal data carriers is carried out personally by an employee of the Bank

or using a courier service that provides the necessary requirements for the protection of the

transferred media. It is necessary to transfer personal data in a form protected from

unauthorized access, which guarantees the confidentiality and integrity of the transmitted

data.

The transfer of personal data through communication channels is carried out using secure

channels or using information protection tools against disclosure and modification.

If the Bank transfers personal data to another person on the basis of a contract (including

granting access), such a contract must provide for the obligation of the specified person to

ensure the confidentiality of personal data and their security during processing.

If the Bank entrusts the processing of personal data with the consent of the personal data

subject to another person, this agreement must specify:

- a list of actions (operations) with personal data that will be performed by the person
processing personal data;

- processing goals.

- the obligation of such a person to respect the confidentiality of personal data and ensure
the security of personal data during their processing;

- requirements for the protection of processed personal data in accordance with Article
19 of Federal Law No. 152-FZ "On Personal Data" and the legislation of the Russian
Federation in the field of personal data protection.



8.5.

8.4.6.

8.4.7.

8.4.8.

8.4.9.

The Bank is responsible for the actions of the person processing personal data on behalf of
the Bank. The person who processes personal data on behalf of the Bank is responsible to
the Bank.

Employees of the Bank who receive personal data are required to use this data exclusively

for the purposes for which it is provided to them. The transfer of personal data is only

possible for employees who need access to the transferred personal data for the performance
of their official duties.

Cross-border transfer of personal data is allowed on the territory of foreign States that are

parties to the Council of Europe Convention on the Protection of Individuals with regard to

Automated Processing of Personal Data, as well as other foreign States that ensure adequate

protection of the rights of personal data subjects.

Cross-border transfer of personal data on the territory of foreign states that do not provide

adequate protection of the rights of personal data subjects may be carried out in the following

cases:

a. availability of written consent of the personal data subject;

b. provided for by international treaties of the Russian Federation;

c. provided for by federal laws, if this is necessary in order to protect the foundations of
the constitutional order of the Russian Federation, ensure national defense and state
security, as well as ensure the security of the stable and safe functioning of the transport
complex, protect the interests of individuals, society and the state in the field of transport
complex from acts of illegal interference;

d. execution of a contract to which the personal data subject is a party;

e. protection of the life, health, or other vital interests of the personal data subject or other
persons if it is impossible to obtain the written consent of the personal data subject.

Termination of processing and destruction of personal data

8.5.1.

8.5.2.

8.5.3.

Termination of processing and, if necessary, destruction of personal data in the Bank is
carried out in the following cases in compliance with the requirements of the legislation of
the Russian Federation:

- expiration of a certain period of storage and processing of personal data;

- achievement or loss of the need to achieve the purpose of personal data processing;

- revocation of consent to processing by the personal data subject or its representative (if
there are no other legal grounds for processing personal data);

- identification of false personal data or illegal processing of personal data.
In case of detection of illegal processing of personal data at the request of the personal data
subject or his representative, or at the request of the personal data subject or his
representative, or an Authorized Body, the Bank blocks the unlawfully processed personal
data related to this personal data subject, or ensures their blocking (if the processing of
personal data is carried out by another person acting on behalf of the Bank) from the moment
of such request or receipt of the specified request for the verification period.

If the fact of illegal or accidental transfer (provision, distribution, access) of personal data

that resulted in a violation of the rights of personal data subjects is established, the Bank is

obliged to notify the authorized body for the protection of the rights of personal data subjects
from the moment of detection of such an incident:

- within 24 hours about the incident that occurred, about the alleged reasons that led to
the violation of the rights of personal data subjects, and the alleged harm caused to the
rights of personal data subjects, about the measures taken to eliminate the consequences
of the relevant incident, as well as provide information about the person authorized by
the Bank to interact with the authorized body for the protection of the rights of personal
data subjects, issues related to the identified incident (hereinafter referred to as the
"Authorized Person");



8.6.

8.5.4.

8.5.5.

8.5.6.

8.5.7.

8.5.8.

8.5.9.

8.5.10.

- B Teuenue 72 report the results of the internal investigation of the identified incident
within 72 hours, as well as provide information about the persons whose actions caused
the identified incident (if any).

If inaccurate personal data is identified when a personal data subject or his representative
applies, or at their request or at the request of the authorized body for the protection of the
rights of personal data subjects, the Bank is obliged to block personal data related to this
personal data subject or ensure their blocking (if the processing of personal data is carried
out by another person acting on behalf of the Bank) from the moment of such request or
receipt of the specified request for the verification period, if the blocking of personal data
does not violate the rights and legitimate interests of the personal data subject or third parties.
If the fact of inaccuracy of personal data is confirmed, the Bank, based on the information
provided by the personal data subject or his representative or the authorized body for the
protection of the rights of personal data subjects, or other necessary documents, clarifies the
personal data or ensures their clarification (if the processing of personal data is carried out
by another person acting on behalf of the Bank) within 7 working days from the date of
submission of such information and removes the blocking of personal data.
In case of detection of illegal processing of personal data carried out by the Bank or a person
acting on behalf of the Bank, the Bank, within a period not exceeding 3 business days from
the date of this detection, stops the illegal processing of personal data or ensures the
termination of illegal processing of personal data by a person acting on behalf of the Bank.
If it is impossible to ensure the legality of personal data processing, the Bank B cpok, e
npesbimatonuii 10 will destroy such personal data or ensure their destruction within a period
not exceeding 10 business days from the date of detection of illegal processing of personal
data. The Bank notifies the personal data subject or his / her representative about the
elimination of violations or destruction of personal data, and if the request of the personal
data subject or his / her representative or the request of the authorized body for the protection
of the rights of personal data subjects was sent by the authorized body for the protection of
the rights of personal data subjects,
If the purpose of processing personal data is achieved, the Bank stops processing personal
data or ensures its termination (if the processing of personal data is carried out by another
person acting on behalf of the Bank) and destroys personal data or ensures their destruction
(if the processing of personal data is carried out by another person acting on behalf of the
Bank) within a period not exceeding 30 days from the date of processing of personal data by
another person acting on behalf of the Bank). date of achievement of the purpose of personal
data processing, unless otherwise provided by the contract to which the personal data subject
is a party, beneficiary or guarantor, or another agreement between the Bank and the personal
data subject, or if the Bank is not entitled to process personal data without the consent of the
personal data subject on the grounds provided for by Federal Law No. 152-FZ "On personal
data" or other federal laws.

The destruction of personal data must be made irreversible (which does not allow data

recovery later). using this method. The destruction of personal data storage media is carried

out in accordance with the national regulatory document "Procedure for the destruction of
data storage media". Confirmation of the destruction of personal data is carried out in
accordance with the requirements established by Roskomnadzor.

If a personal data subject applies to the Bank with a request to stop processing personal data,

the Bank 10stops processing them or ensures the termination of such processing (if such

processing is carried out by the person processing personal data) within a period not
exceeding 10 business days from the date of receipt of the relevant request, except for the

cases provided for in clause 6.10.

In case of termination of PDn processing, the Bank is obliged to notify the Authorized Body

within 10 working days from the date of PD processing.

Features of processing personal data without using automation tools



8.7.

8.8.

9.1

9.2.

9.3.

8.6.1. When processing personal data on paper media in the Bank, the requirements of the
"Regulations on the specifics of processing personal data performed without the use of
automation tools", approved by the Decree of the Government of the Russian Federation No.
687 of 15.09.2008, must be observed.

8.6.2. When processing personal data without the use of automation tools, personal data must be
separated from other information, in particnular, by recording them on separate material
carriers of personal data, in special sections or in the fields of forms (forms). It is not allowed
to record personal data on one material carrier, the purposes of processing of which are
obviously incompatible.

8.6.3. Material carriers of personal data (paper carriers), upon reaching the goals of processing or
the end of the storage period of the personal data contained on them, are subject to
destruction, unless otherwise provided for by the legislation of the Russian Federation.

Features of processing personal data of Bank visitors

8.7.1. The specifics of processing personal data of Bank visitors in connection with their admission
to the Bank's territory are established by the owner of the building where the Bank's premises
are located.

Access to personal data

8.8.1. Employees of the Bank have the right to access only those personal data that they need to
perform their official duties. The list of departments that process personal data is defined in
the Register of Personal Data Information Systems (Appendix 1 to the Regulation on
Personal Data Protection). The register is maintained by an Authorized Person.

8.8.2. Access to the Bank's personal data information systems is granted in accordance with the
Procedure for Granting access to Information resources.

8.8.3. Employees are allowed to process personal data only after familiarizing themselves with
these Regulations and other internal regulatory documents of the Bank that determine the
procedure for processing and ensuring the security of personal data.

8.8.4. The security regime of the premises where personal data is processed should prevent
unauthorized persons from entering or staying in these premises.

8.8.5. If the Bank is provided with services by individuals or legal entities, access to personal data
is granted to such persons on the basis of a contract containing the person's obligations not
to disclose confidential information, and with the consent of the PD subject or other legal
grounds.

8.8.6. Representatives of state authorities get access to personal data processed by the Bank in
cases, to the extent and in accordance with the procedure established by the legislation of the
Russian Federation.

9. Rights of personal data subjects

The personal data subject has the right to receive the information specified in clause10.1 of these
Regulations.

The subject of personal data has the right to request their clarification, blocking or destruction if they
are incomplete, outdated, unreliable, illegally obtained or are not necessary for the stated purpose of
processing.

The right of a personal data subject to access their personal data may be restricted in accordance with
federal laws, including if:

- processing of personal data is carried out in accordance with the legislation on countering the
legalization (laundering) of proceeds from crime and the financing of terrorism or other
regulatory acts;



9.4.

9.5.

10.1.

10.2.

10.3.

10.4.

10.5.

- the personal data subject's access to their personal data violates the rights and legitimate interests
of third parties.

The subject of personal data has the right to appeal to the Authorized Body or in court against illegal

actions or omissions of the Bank in the processing and protection of their personal data.

The subject of personal data has the right to protect their rights and legitimate interests, including

compensation for losses and (or) compensation for moral damage in court.

10. Regulations for processing requests and requests from personal data subjects or the
Authorized body

A personal data subject or his / her legal representative has the right to receive_information related to

the processing of his / her personal data, including information containing:

a. confirmation of the fact of processing.

b. legal grounds and purposes of processing.

c. processing methods used by the Bank;

d. name and location of the Bank, information about persons (other than employees of the Bank)
who have access to personal data or to whom personal data may be disclosed on the basis of an
agreement with the Bank or on the basis of a federal law;

e. processed personal data related to this personal data subject, the source of their receipt, unless
another procedure for submitting such data is provided for by federal law;

f.  terms of processing personal data, including the terms of their storage;

g. procedure for the exercise by the personal data subject of the rights provided for in the Federal
Law "On Personal Data™;

h. information about cross-border data transfers that have been made or are being considered,

name or surname, first name, patronymic and address of the person who processes personal data

on behalf of the Bank, if the processing is or will be entrusted to such a person;

j. information on how the Bank executes measures aimed at ensuring that the Bank fulfills its
obligations under Federal Law No. 152-FZ;

k. other information provided by the Federal Law "On Personal Data" or other federal laws.

The information specified in clause10.1 of these Regulations is provided to the personal data subject
or his representative when applying or receiving a request from the personal data subject or his
representative. The request must contain:

- number of the main identity document of the personal data subject or its representative;

- information about the date of issue of the specified document and the issuing authority;

- information confirming the personal data subject's participation in relations with the Bank
(contract number, date of conclusion of the contract, conditional word designation and /or other
information), or information otherwise confirming the fact of personal data processing by the
Bank;

- or information that otherwise confirms the fact of processing personal data by the Bank, the
signature of the personal data subject or his representative;

- signature of the personal data subject or his representative

- the request can be sent in the form of an electronic document and signed with an electronic
signature in accordance with the legislation of the Russian Federation.

The information specified in clause10.1 of these Regulations must be provided in an accessible form,

and they must not contain personal data related to other personal data subjects, except in cases where

there are legal grounds for disclosure of such personal data.

This information is provided to the personal data subject or his representative within 10 business

days from the moment the Bank requests or receives the request from the personal data subject or his

representative. The specified period may be extended, but not for more than 5 business days, if the

Bank sends a reasoned notification to the personal data subject indicating the reasons for extending

the deadline for providing the requested information.

The Bank provides the specified information to the personal data subject or his representative in the

form in which the relevant request or request is sent, unless otherwise specified in the request or

request.
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10.6.

The personal data subject has the right to apply again or send a repeated request in order to obtain
the information specified in clause10.1 of these Regulations and get acquainted with such personal
data, not earlier than thirty days after the initial request or sending the initial request.

Information is reported in accordance with the procedure established in paragraphs10.2-10.3 of these

Regulations.

10.7.

10.8.

10.9.

If there are legal grounds, the Bank refuses to provide information about the availability of personal
data or to provide personal data to the subject of personal data or its representative. The refusal is
made in writing and must be motivated, with reference to the provision of Part 8 of Article 14 of the
Federal Law "On Personal Data" or any other federal Law that is the basis for such refusal. The
refusal is sent within a period not exceeding 10 days from the date of the request of the personal data
subject or his representative, or from the date of receipt of the request of the personal data subject or
his representative. The specified period may be extended, but not for more than 5 business days, if
the Bank sends a reasoned notification to the personal data subject indicating the reasons for
extending the deadline for providing the requested information.

Within a period not exceeding 7 business days from the date when the personal data subject or his
representative provides information confirming that the personal Data are incomplete, inaccurate or
irrelevant, the Bank is obliged to make necessary changes to them. Within a period not exceeding 7
business days from the date of submission by the personal data subject or his representative of
information confirming that such personal data are illegally obtained or are not necessary for the
stated purpose of processing, the Bank is obliged to destroy such personal Data.

The Bank is obliged to notify the personal data subject or his representative about the changes made
and measures taken and to take reasonable measures to notify third parties to whom the personal data
of this subject has been transferred.

Upon receipt of a request from the Authorized Body, the Bank is obliged to provide it with the
necessary information within 10 days from the date of receipt of such request. The specified period
may be extended, but not for more than 5 business days, if the Bank sends a reasoned notification to
the authorized body for the protection of the rights of personal data subjects, indicating the reasons
for extending the deadline for providing the requested information.

10.10.1f illegal processing of personal data is detected when a personal data subject or his representative

applies, or at the request of the personal data subject or his representative or an Authorized Body,
the Bank is obliged to block illegally processed personal data related to this personal data subject
from the moment of such request or receipt of the specified request for the verification period.

10.11.In case of detection of illegal processing of personal data, the Bank is obliged to stop illegal

processing within a period not exceeding three business days from the date of this detection.
If it is impossible to ensure the legality of processing personal data, the Bank is obliged to destroy
such personal data within a period not exceeding 10 business days from the date of detection of
illegal processing. The Bank is obliged to notify the personal data subject or his representative about
the elimination of violations or destruction of personal data, and if information about the illegality of
processing is received from the Authorized Body - also the Authorized Body.

10.12.1n case of detection of inaccurate personal data when applying to a personal data subject or his

representative, or at their request or at the request of the Authorized Body, the Bank is obliged to
block the personal data related to this personal data subject from the moment of such request or
receipt of the specified request for the verification period, if such blocking does not violate the rights
and legitimate interests of the personal data subject or third parties individuals.

If the fact of inaccuracy of the Personal Data is confirmed, the Bank, based on the information
provided by the personal data subject or his representative or Authorized Body, or other necessary
documents, clarifies and unblocks the Personal Data within 7 working days from the date of
submission of such information. Otherwise, the Bank sends a notification of refusal to change the
personal data.

10.13.Upon receipt of a revocation of consent to the processing of personal Data, the Bank is obliged to

stop processing them and, if the retention of personal Data is no longer required for processing
purposes, to destroy them within a period not exceeding 30 days from the date of receipt of the said
revocation, unless otherwise provided by the agreement to which the personal data subject is a party,
beneficiary or guarantor by another agreement between the Bank and the personal data subject, or if
the Bank is not entitled to process personal data without the consent of the personal data subject on
the grounds provided for by federal laws.
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10.14.The department responsible for preparing a response to the request (request) of the personal data
subject or the Authorized Body is the division that owns such personal data.
10.15.When a personal data subject makes a personal request, an employee of the Owner's subdivision:
- establishes the identity of the personal data subject;
- establishes the identity and verifies the authority of the personal data subject's representative (if
a representative applies);
- checks the request for compliance with the requirements of 10.2 of this Regulation or explains
these requirements to the applicant;
- returns a request to the requester if it does not meet the requirements of 10.2 of these
Regulations;
- accepts a request if it meets the requirements of 10.2 of this Regulation for further processing
in accordance with this Regulation.
10.16.Upon receipt of a request from the personal data subject or the Authorized Body, it is transferred for
further processing to the Owner unit.
10.17.Information about all requests (appeals) of personal data subjects, the Authorized Body and other
state bodies, as well as the results of their consideration, is recorded in the log of incoming and
outgoing correspondence (hereinafter referred to as the ""Log"").
10.18.The journal is maintained by the Department of Integrated Management.
10.19.The response to the request (request) is prepared by the Owner's division. The answer must be agreed
with the Law Enforcement Agency and the Responsible Person. Information about the direction of
the response is recorded in the Log.

11. Registering personal data incident events

11.1. Information about incidents that have resulted in illegal or accidental transfer (provision, distribution,
access) of personal data, in accordance with the procedure established jointly by the federal executive
body authorized in the field of security and the authorized body for the protection of the rights of
personal data subjects, is transmitted to the federal executive body responsible for ensuring the
security of personal data.

11.2. Information security incident events are registered in the ISPDn in accordance with the Bank's
internal regulatory document “Information Security Incident Management Policy” in the
"Information Security Incident Logbook".

11.3. Informations about computer incidents that have resulted in illegal or accidental transmission
(provision, distribution, access) Personal, B mopsizike, yCTaHOBJICHHOM COBMECTHO (hejiepaibHbIM
OpraHomMm HUCIIOJTHUTEIEHON BJIaCTH, YIIOJIHOMOYCHHLIM B oOsracth oOecrieueHust 6630HaCHOCTI/I, u
VYdata is transferred to the federal executive body authorized in the field of security in accordance
with the procedure established jointly by the federal executive body authorized in the field of
security.

11.4. The Bank informs FInCERT and Roskomnadzor about computer incidents that led to illegal transfer
(provision, distribution, access) PDn in accordance with the established procedure.

11.5. The Bank provides interaction with the state system for detecting, preventing and eliminating the
consequences of computer attacks on information resources.

12. Responsibility

Responsibility for compliance with the requirements of these Regulations by the Bank's divisions is borne
by their managers.

12.1. Employees authorized to process personal data in the Bank are required to comply with the
requirements of the legislation of the Russian Federation and internal documents of the Bank on the
processing and security of personal data and are responsible for:

- unauthorized disclosure of the specified personal data;
- security of media containing personal data, if they are received by an employee for the
performance of their official duties.

12.2. Employees authorized to process personal data in the Bank are required to report to the Bank's direct
manager, Responsible Person and/or information security specialists about all facts and attempts of
unauthorized access to personal data.



12.3.

12.4.

13.1.

13.2.
13.3.

Employees who violate the rules of processing and protection of personal data processed by the Bank
are subject to disciplinary, administrative, civil, criminal and other liability provided for by the
legislation of the Russian Federation.

If the Bank entrusts the processing of personal data to a foreign legal entity, the Bank and the person
who processes personal data on behalf of the Bank are responsible to the personal data subject for
the actions of the specified person.

13. Final provisions

These Regulations are subject to publication on the Bank's official website on the Internet.
This Regulation is binding on all employees and Outstaff-performers of the Bank.
Control over compliance with these Regulations is carried out by the Responsible Person.





